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DETAILED ACTION 

1 . Claims 1-1 1 are pending in this application. 



Claim Objections 

2. Claim 3 is objected to because of the following informalities: In claim 3, the 
phrase "plurality of chunks is encrypted using the a public key" (emphasis added) 
contains both "the" and "a". For the purpose of the prior art rejection in this office action, 
this claim will be construed as not containing the "the". 

Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

3. Claims 1-3 and 8-11 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. 

4. Claims 1-3 are directed to a system ([0007] in specification). The elements of the 
claim are not directed to hardware; a system may include embodiments solely 
consisting of software code, which is considered to be nonstatutory subject matter 
under the current understanding of 35 USC 101 by the USPTO. 

5. Claims 8-1 1 are directed a security system. A security system may include 
embodiments solely consisting of software code, which is considered to be nonstatutory 
subject matter. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-2, 4-5, 8-9, 11 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Megiddo (US Patent No. 6745231 B1), hereinafter 
Megiddo, in view of Christenson et al. (US Patent No. 7117246 B2), and 
hereinafter Christenson. 

7. With respect to claim 1 , Megiddo discloses system for enhancing the security of 
the e-mails transmitted from a sender to a receiver over a data transmission (Megiddo: 
Col 1 , lines 7-1 1 ), comprising: 

a Message Transfer Agent (MTA) associated with said sender for 
transmitting over said network an original e-mail sent by said sender 
(Megiddo: Col 1, lines 46-56, Col 3, lines 60-65 and Col 4, lines 10-20, 
describe a mail service object, e.g., an e-mail service provider 
(EMSP) together with components 320-328, associated with said 



sender, e.g., user A, for transmitting over said network an original e- 
mail sent by said sender, as shown in Figures 1-3); 
said MTA associated with said sender including a message splitting 
means adapted to divide said original e-mail into a plurality of 
chunks according to a predetermined algorithm and a 
predetermined list of relay MTAs to which are forwarded said plurality 
of chunks (Megiddo: Col 1 , lines 46-56, Col 3, lines 60-65 and Col 4, 
lines 10-30, describe a mail service object, e.g., an e-mail service 
provider (EMSP) together with components 320-328, associated with 
said sender, e.g., user A, including a message splitting means, e.g., 
Col 4, lines 35-45, adapted to divide said original e-mail into a 
plurality of chunks according to a predetermined algorithm, as 
shown in Figure 3 and 4, and a predetermined list of relay mail 
service objects, e.g., EMSP components 312 and 314, to which are 
forwarded said plurality of chunks, e.g., Ml and M2, components 304 
and 306, as shown in Figure 3); and 

a chunk assembly agent for receiving from said relay MTAs the 
plurality of chunks and for re-assembling the plurality of chunks by 
using said predetermined algorithm in order to re-build said e-mail 



before sending it to said receiver (Megiddo: Col 1 , lines 46-56, Col 3, 
lines 60-65 and Col 4, lines 10-30, describe a chunk assembly agent, 
e.g., component 31 6 in Figure 3, for receiving from said relay mail 
service objects, e.g., components 312 and 31 4 in Figure 3, the 
plurality of chunks and for re-assembling the plurality of chunks by 
using said predetermined algorithm, e.g., Col 5, lines 7-1 1 , in order to 
re-build said e-mail before sending it to said receiver, Col 4, lines 29- 
30). 



Megiddo does not expressly disclose the use of MTA. However, 
Christenson discloses the use of MTA (Christenson: Col 1, lines 36-38). 
In Megiddo, the mail service object, which includes EMSP together with component 
302 in Figure 3, comprises functions of transfer, relay and routing, as those of a MTA, 
whereas MTA had been used in mail tools. It would have been obvious for one of 
ordinary skill in the pertinent art at the time of invention to incorporating the teachings of 
Christenson with the teachings of Megiddo by employing MTAs in Megiddo's 
framework, because MTA is a known mail service tool and may provide useful e-mail 
service properties to Megiddo's system. 



8. With respect to claim 2, Megiddo discloses wherein each of said plurality of 
chunks is transmitted as a chunk e-mail having a destination address which is an 
address of said chunk assembly agent (Megiddo: as shown in Figure 
3, e-mail chunks, which are forwarded to components 312 and 314, 
Col 4, lines 8-9, are destined to component 31 6, which may have the 
same address as that of user's machine, Col 5, lines 10-12, as shown 
in Figure 3). 

9. With respect to claim 4, Megiddo discloses method for enhancing the security of 
the e-mails transmitted from a sender to a receiver over a data transmission network 
(Megiddo: Col 1 , lines 7-1 1 ) wherein a Message Transfer Agent (MTA) associated with 
said sender is in charge of transmitting an original e-mail sent by said sender 
(Megiddo: Col 1, lines 46-56, Col 3, lines 60-65 and Col 4, lines 10-20, 
describe a mail service object, e.g., an e-mail service provider 
(EMSP) together with components 320-328, associated with said 
sender, e.g., user A, for transmitting over said network an original e- 
mail sent by said sender, as shown in Figures 1-3), comprising: 
dividing said original e-mail into a plurality of chunks using an 
algorithm (Megiddo: Col 4, lines 33-44, describe dividing original e- 
mails into chunks using an algorithm); 



sending said chunks as e-mails to different relay MTAs defined in a 
predetermined list of relay MTAs (Megiddo: Col 4, lines 4-9, describe 
sending chinks to preferred relay mail service objects, e.g., EMSPs), 
and 

re-assembling by a chunk assembly agent said chunks in order to re- 
build said original e-mail by using said predetermined algorithm, 
before sending said original e-mail to said receiver (Megiddo: Col 5, 
lines 7-1 1, describe re-assembling chinks and sending the original e- 
mail to the receiver, e.g., sending the e-mail to user for display). 

Megiddo does not expressly disclose the use of MTA. However, Christenson discloses 
the use of MTA (Christenson: Col 1 , lines 36-38). In Megiddo, the mail service object, 
which includes EMSP together with component 302 in Figure 3, comprises functions of 
transfer, relay and routing, as those of a MTA, whereas MTA had been used in mail 
tools. It would have been obvious for one of ordinary skill in the pertinent art at the time 
of invention to incorporating the teachings of Christenson with the teachings of Megiddo 
by employing MTAs in Megiddo's framework, because MTA is a known mail service tool 
and may provide useful e-mail service properties to Megiddo's system. 



10. With respect to claim 5, Megiddo discloses wherein each chunk 
is transmitted over said network in a chunk e-mail having a 
destination address which is an address of said chunk assembly 
agent (Megiddo: as shown in Figure 3, e-mail chunks, which are 
forwarded to components 312 and 314, Col 4, lines 8-9, are destined 
to component 31 6, as shown in Figure 3). 

1 1 . With respect to claim 8, 8. A security system, comprising: 
a Message Transfer Agent (MTA) associated with a sender for 
transmitting over a network an original e-mail sent by the sender 
(Megiddo: Col 1, lines 46-56, Col 3, lines 60-65 and Col 4, lines 10-20, 
describe a mail service object, e.g., an e-mail service provider 
(EMSP) together with components 320-328, associated with said 
sender, e.g., user A, for transmitting over said network an original e- 
mail sent by said sender, as shown in Figures 1-3), the MTA including 
a message splitting system for dividing the original e-mail into a 
plurality of chunks according to a predetermined algorithm and for 
forwarding the plurality of chunks to a plurality of relay MTAs 
(Megiddo: Col 1, lines 46-56, Col 3, lines 60-65 and Col 4, lines 10-30, 



describe a mail service object, e.g., an e-mail service provider 
(EMSP) together with components 320-328, associated with said 
sender, e.g., user A, including a message splitting system, e.g., Col 4, 
lines 35-45, for dividing said original e-mail into a plurality of chunks 
according to a predetermined algorithm, as shown in Figure 3 and 
4, and forwarding the chunks e.g., Ml and M2, components 304 
and 306, as shown in Figure 3, to relay mail service objects, e.g., 
EMSP components 312 and 314); and 

a chunk assembly agent for receiving from the relay MTAs the 
plurality of chunks and for re-assembling the plurality of chunks using 
the predetermined algorithm in order to re-build the e-mail before 
sending it to a receiver (Megiddo: Col 1, lines 46-56, Col 3, lines 60-65 
and Col 4, lines 10-30, describe a chunk assembly agent, e.g., 
component 31 6 in Figure 3, for receiving from said relay mail service 
objects, e.g., components 312 and 314 in Figure 3, the plurality of 
chunks and for re-assembling the plurality of chunks by using said 
predetermined algorithm, e.g., Col 5, lines 7-1 1 , in order to re-build 
said e-mail before sending it to said receiver. Col 4, lines 29-30). 



Megiddo does not expressly disclose the use of MTA. However, Christenson discloses 
the use of MTA (Christenson: Col 1 , lines 36-38). In Megiddo, the mail service object, 
which includes EMSP together with component 302 in Figure 3, comprises functions of 
transfer, relay and routing, as those of a MTA, whereas MTA had been used in mail 
tools. It would have been obvious for one of ordinary skill in the pertinent art at the time 
of invention to incorporating the teachings of Christenson with the teachings of Megiddo 
by employing MTAs in Megiddo's framework, because MTA is a known mail service tool 
and may provide useful e-mail service properties to Megiddo's system. 

12. With respect to claim 9, Megiddo discloses wherein each of the plurality of 
chunks is transmitted to the chunk assembly agent as a chunk e-mail having a 
destination address corresponding to an address of the chunk assembly agent 
(Megiddo: as shown in Figure 3, e-mail chunks, which are forwarded to components 
312 and 314, Col 4, lines 8-9, are destined to component 316, which may have the 
same address as that of user's machine, Col 5, lines 1 0-1 2, as shown in Figure 3). 

1 3. With respect to claim 1 1 , Megiddo discloses a security system, comprising: a 
chunk assembly agent (Megiddo: Figure 3, a chunk assembly agent, e.g., component 
31 6) for: 

receiving from a plurality of relay Message Transfer Agents (MTAs) a 
plurality of chunks of an original e-mail that has been divided into 
the plurality of chunks according to a predetermined algorithm 



(Megiddo: Col 4, lines 8-9, lines 20-25, and lines 40-44, describe relay 
service mail objects, e.g., EMSPs, receives email chunks from other 
relay service mail objects, wherein e-mails are divided into chunks 
according to a predetermined algorithm); and 
re-assembling the plurality of chunks using the predetermined 
algorithm in order to re-build the e-mail before sending it to a 
receiver (Megiddo: Col 5, lines 3-14, describe re-assembling, e.g., re- 
combining, the chunks using the predetermined algorithm to re- 
build the e-mail before sending it to a receiver, the user). 

Megiddo does not expressly disclose the use of MTA. However, 
Christenson discloses the use of MTA (Christenson: Col 1, lines 36-38). 
In Megiddo, the mail service object, which includes EMSP together 
with component 302 in Figure 3, comprises functions of transfer, relay 
and routing, as those of a MTA, whereas MTA had been used in mail 
tools. It would have been obvious for one of ordinary skill in the 
pertinent art at the time of invention to incorporating the teachings 
of Christenson with the teachings of Megiddo by employing MTAs in 



Megiddo's framework, because MTA is a known mail service tool 
and may provide useful properties to Megiddo's system. 

14. Claims 3, 6-7, 10 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Megiddo, in view of Christenson, as applied to claims 1, 4 and 8 above, 
further in view of Grobman et al. et al. (US 20040190722 A1), and hereinafter 
Grobman. 

1 5. With respect to claims 3, Megiddo discloses wherein each of said plurality of 
chunks is encrypted before being transmitted over said network (Megiddo: Figure 3, 
component 324, and Figure 4 describe the encryption and its algorithms), but does not 
expressly disclose the use of public key of said chunk assembly agent. However, 
Grobman discloses wherein each of said plurality of chunks is encrypted using a public 
key of said chunk assembly agent before being transmitted over said network 
(Grobman: [0019], lines 3-5 and lines 15-16, and [0020], lines 1-3, wherein a chunk or 
an e-mail is encrypted with a public key of the chunk assembly agent, e.g., a user or a 
manager). 

In Megiddo, security of e-mail transmission is one of the primary 
objectives of the invention. The public key cryptography is a 
commonly used encryption technique. It would have been obvious 
for one of ordinary skill in the art at the time of invention to combine 



the teachings of Megiddo, in view of Christenson, with the teachings 
of Grobman by employing the public key encryption in order to 
provide cryptographically secure alternatives for transmission of 
messages over different sub-networks. 

16. With respect to claim 6, Megiddo discloses wherein each chunk is 
encrypted before being transmitted decrypted when received by 
said chunk assembly agent (Megiddo: Figure 3, component 324, 
Figure 4, and Figure 5 describe the encryption and description 
algorithms), but does not expressly disclose encryption with public 
key and decryption with a private key of said chunk assembly agent. 
However, Grobman discloses encryption with public key and 
decryption with a private key of said chunk assembly agent 
(Grobman: [0019], lines 3-5 and lines 15-16, and [0020], lines 1-3, 
wherein a chunk or an e-mail is encrypted with a public key of the 
chunk assembly agent, e.g., a user or a manager, and decrypted 
with recipient, e.g., the chunk assembly agent, [0032], lines 1-2). 
In Megiddo, security in e-mail transmission is one of the primary 
objectives of the invention. The public key cryptography is a 



commonly used encryption technique. It would have been obvious 
for one of ordinary skill in the art at the time of invention to combine 
the teachings of Megiddo, in view of Christenson, with the teachings 
of Grobman by employing the public key encryption in order to 
provide cryptographically secure alternatives for transmission of 
messages over different sub-networks. 

1 7. With respect to claim 7, Megiddo discloses wherein text of said 
original e-mail is encrypted by using the public key of said receiver 
before being divided into a plurality of chunks (Megiddo: Figure 3, 
component 324 and component 328, shows emails are encrypted 
before being divided into a plurality of chunks). Grobman discloses 
encryption with the public key of the receiver (Grobman: [0019], lines 3-5 
and lines 15-16). 

1 8. With respect to claim 10, Megiddo discloses wherein the message 
splitting system (Megiddo: Figure 3) encrypts each of the plurality of 
chunks (Megiddo: Figure 3, component 324, and Figure 5 describe 
the encryption and its algorithms), but does not expressly disclose 



the use of public key associated with said chunk assembly agent. 
However, Grobman discloses the use of public key associated with 
said chunk assembly agent (Grobman: [0019], lines 3-5 and lines 15- 
16, and [0020], lines 1-3, wherein a chunk or an e-mail is encrypted 
with a public key of the chunk assembly agent, e.g., a user or a 
manager). 

In Megiddo, security in e-mail transmission is one of the primary 
objectives of the invention. The public key cryptography is a 
commonly used encryption technique. It would have been obvious 
for one of ordinary skill in the art at the time of invention to combine 
the teachings of Megiddo, in view of Christenson, with the teachings 
of Grobman by employing the public key encryption in order to 
provide cryptographically secure alternatives for transmission of 
messages over different sub-networks. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to LIWU CHANG whose telephone number is 571-270- 
3809. The examiner can normally be reached on 8:30AM - 6:00PM. 



